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Challenges including strategic and

operatlonal
Meeting strategic requirements for ICT GSOC
Raising awareness growing a virtual team with OPCO resources
Meeting legislative requirements — Sarbanes Oxley, BASEL I,
Legal and ethical issues
Cost implications, Live data, size of data
Constraints on examining data
Finding & identifying the risks
Reducing risk / Increasing efficiencies
Organised crime / Planted employees / Sabotage

ngat);ment or data leakage to competitors / Intellectual property rights theft

Employee protection

Corporate protection / Corporate image

Inappropriate web usage / Image content

Unauthorised software and / or rootkits

= |dentifying & collecting the evidence ensuring it remains forensically intact
= Interdepartmental knowledge and information sharing, policies & process
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