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Important note B I anciant

All information 1s derived from MANDIANT
observations in non-classified
environments

Some information has been sanitized to
protect our cllent s
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Introductions

JEFF HAMM

A Senior Consultant,
MANDIANT

A Adjunct Lecturer,
Gjavik University College
A Former Sergeant,
Oakland County T
Sheriff o6s "
Office, Michigan
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Traditional Data Carving

Tools and Techniques B .o
FULL FILE CARVING TOOLS
A Carving for Headers A Full Suites
A Option of Ending with a A One Trick Ponies
Footer A Automated Processes
A Contiguous Clusters A Ability to Import Custom

Headers
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Traditional File Carving

D

Tools and Techniques Y oA
EFFECTIVE FILE TYPES

A Digital Image Files AJPG

AVideo A AVI

A Contiguous Clusters ARAR
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Traditional File Carving

NOT AS EFFECTIVE FILE TYPES
A Event Logs A EVT(X)

A Linux Last Logs AWTMP
AWeb Logs ALOG

A Shell Histories A .history

A Tracking Cookies ATXT or SQL
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Definitions P .o
File

66.23.15.30 - - [14/RAug/2011:16:33:45 -0700] "GET /PetShop/images/COrangeSpottedGecko.JBG HITP/1.1" 200 3129485
66.23.15.30 - - [14/RAug/2011:16:34:48 -0700] "POST /PetShop/catalaog/ShowPets.php HTTE/1.1" 200 1069
66.23.15.30 - - [14/Bug/2011:16:34:48 -0700] "GET /PetShop/images/GreyTreeFrog.jpg HITP/1.1" 200 209159
66.23.15.30 - - [14/Aug/2011:16:34:48 -0700] "GET /PetShop/images/Toad.JPG HTTE/1.1" 200 1040070
66.23.15.30 - - [14/hug/2011:16:35:09 -0700] "POST /PetShop/catalog/ShowPets.php HTTE/1.1" 200 736
66.23.15.30 - - [14/Bug/2011:16:35:09 -0700] "GET /PetShop/images/Bat.JPG HTTP/1.1" 200 404858
66.23.15.30 - - [14/Bug/2011:16:35:27 -0700] "POST /PetShop/catalog/ShowPets.php HITP/1.1" 200 767
66.23.15.30 - - [14/Rug/2011:16:35:27 -0700] "GET /PetShop/images/Hippo.JPG HTTBE/1.1"™ 200 625574
66.23.15.30 - - [14/RAug/2011:16:35:45 -0700] "POST /PetShop/catalog/ShowPets.php HTTE/1.1" 200 760
66.23.15.30 - - [14/Rug/2011:16:35:45 -0700] "GET /PetShop/images/Butterfly.JPG HTTP/1.1"™ 200 1072071
66.23.15.30 - - [14/Bug/2011:16:35:58 -0700] "POST /PetShop/catalog/ShowPets.php HTTP/1.1" 200 1470
66.23.15.30 - - [14/Rug/2011:16:35:58 -0700] "GET /PetShop/images/SeaTurtle.JPG HTTE/1.1" 200 432614
66.23.15.30 - - [14/RAug/2011:16:35:58 -0700] "GET /PetShop/images/Turtle.jpg HITE/1.1" 200 35178
66.23.15.30 - - [14/Rug/2011:16:37:46 -0700] "GET /PetShop HTITP/1.1" 301 418
66.23.15.30 - - [14/Rug/2011:16:37:46 -0700] "GET /PetShop/ HTITE/1.1™ 200 774
66.23.15.30 - - [14/Bug/2011:16:37:46 -0700] "GET /PetShop/images/awning-top.gif HTTP/1.1" 404 1274
66.23.15.30 - - [14/Bug/2011:16:37:46 -0700] "GET /PetShop/images/Name.gif HTTP/1.1" 404 1274
66.23.15.30 - - [14/Rug/2011:16:37:46 -0700] "GET /PetShop/images/ArtGecko.JPG HITPE/1.1™ 200 2213516
66.23.15.30 - - [14/Rug/2011:16:37:53 -0700] "GET /PetShop/ HTTE/1.1™ 200 774
66.23.15.30 - - [14/Bug/2011:16:37:53 -0700] "GET /PetShop/images/Name.gif HTTE/1.1" 404 1274
66.23.15.30 - - [14/Aug/2011:16:33:45 -0700] "GET/ PetShop /images/OrangeSpottedGecko.JPG HTTP/1.1" 200 3129485

66.23.15.30 [14/Aug/2011:16:33:45 - 0700]

Field Field
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Definitions

HOW TO SEARCH

A Need Knowledge of the
Data Set/Type

A Regular Expressions

EEENETT
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LIMITATIONS

A 255 Characters
A Commas In Data Fields



Web Log

I 66.23.15.30 - - [14/Aug/2011:16:33:45 -0700] "GET/ PetShop /images/OrangeSpottedGecko.JPG HTTP/1.1" 200 3129485 I
I %h (IP Address) %I (identd) %u (user) %t (date) "%\ (request ) %>s(status) %b (size) I

Search by IP Address

| g r e pol[6:-9]70-9]\. [1-9][0-9]?[0-9]\. [1-9][0-9]2[0-9]?\. [1-9][0-9]?[0-9]?}\\] o |

Search by Date

| g r e\[L?[0Ao]VAUGY2011\:0-9][0-9]\ \{0-9][0-9][0-9][0-9)\] & |

EEEEEET T
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EAN DIANT

Web Log Success )

A BotNet Server A Included Check-ins from
i Ivar/log/apache compromised hosts
A access_log

A Carving Results
1 Over 12 million

XX XX XXX XXX - - [26/Jun/2010:18:17:05 -0400] "GET
/spy/gate.php?guid=userl!'HOST1!A889EB32&ver=10200&stat=ONLINE&cC

pu=0&ccrc=A1CC72AF&md5=1234a5217a92a88771b0a7982c1bb3d8
HTTP/1.1" 200 51

XXX XXX XXX XX - - [26/Jun/2010:18:17:05 -0400] "GET
/spy/gate.php?guid=user2!HOST2!B47CD21D&ver=10200&stat=ONLINE&c

pu=1&ccrc=B2F96423&md5=56787689e35c396f16e4d035f56fb391
HTTP/1.1" 200 51

EEEETT
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Shell History Log I

BASH HISTORY ZSHELL HISTORY

: 1338863410:0;Is

: 1338863413:0;who

: 1338863419:1;less mount_dd
: 1338863423:0;exit

A Plain text series of
commands

A Only Identifier is EOL

grep ":\ [0-9]\{10\}:[0-9];.*" .history

EEEEDTT
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Shell History Log Success#g

EAN DIANT

mv /usr/bin/pkill /usr/bin/pkill.orig;cp
/sysadm/hackers/pkill /usr/bin/pkill;mv /bin/kill
/bin/kill.old;cp /sysadm/hackers/kill /bin/kill;mv
/sbin/shutdown /sbin/shutdown.orig;cp
/sysadm/hackers/shutdown /sbin/shutdown;mv
/sbin/halt /sbin/halt.orig;cp
/sysadm/hackers/halt;cp
/sysadm/hackers/shutdown /sbin/shutdown;mv
/sbin/halt /sbin/halt.orig;cp
[sysadm/hackers/halt /sbin/halt

lllllll
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02/25/2011 00:17:18

myv /usr/bin/pkill /usr/bin/pkill.orig;cp /sysadm/hackers/pkill /usr/bin/pkill;mv /bin/kill /bin/kill.old;cp /sysadm/hackers/kill
/bin/kill;mv /sbin/shutdown /sbin/shutdown.orig;cp /sysadm/hackers/shutdown /shin/shutdown;mv /sbin/halt
Isbin/halt.orig;cp /sysadm/hackers/halt;cp /sysadm/hackers/shutdown /sbin/shutdown;mv /sbin/halt /sbin/halt.orig;cp

/sysadm/hackers/halt /sbin/halt

02/25/2011 00:17:48 halt
02/26/2011 17:54:02 su i joeblow
02/26/2011 23:11:44 Is
02/26/2011 23:11:50 which pkill
02/26/2011 23:12:14 locate kill
02/26/2011 23:12:17 locate Kill.orig

02/26/2011 23:12:32

mv /usr/bin/pkill.orig /usr/bin/pkill

02/26/2011 23:12:37

df

02/26/2011 23:13:27

ps -eflgrep java

02/26/2011 23:13:30

which shutdown

02/26/2011 23:13:34

locate shutdown.orig

02/26/2011 23:13:40

mv /sbin/shutdown.orig /sbin/shutdown

02/26/2011 23:13:47

mv /sbin/halt.orig /shin/halt
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LaSt Log EAN DIANT

PARSERS ADDITIONAL

A ; A -R  Suppresses the display of the hostname
A Coreutils g P P

1 last 1 f <filename> A -a Display the hostname in the last column.
} Useful in combination with the next flag.
A Xways Template A -d For non-local logins, Linux stores not
. . . only the host name of the remote host but its IP
A Only Deal with Files number as well. This option translates the IP

number back into a hostname.
A -F  Print full login and logout times and dates.

A -1 This option is like -d in that it displays the IP
number of the remote host, but it displays the IP
number in numbers-and-dots notation.

A -0 Read an old-type wtmp file (written by
linux-libc5 applications).

A -x  Display the system shutdown entries and
run level changes.

EEEEOT
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EAN DIANT

WTMP
Alla32 a4 a32 a256ssllIICCCCa32

Type PID |Device |Init ID \User |Host Process

Status |[Exit [Status [Session

D [Time |Microseconds IP Address

A White Space
A Grep for User Name

EEEEOT
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Last Log

D)

/

~ ManDianT

P
Init Session Time Micro- Addres
TypePID[Dev |ID |User |Host Status [Exit |ID Time (Local) seconds S
426 domain.user 01/12/2011/01/12/2011 10.20.2.
7| 7pts/1 [ts/1 [thorsen|.com 0 0 22:08:40, 14:08:40 838968|10
426 01/12/2011/01/12/2011
8 7|pts/1 0 0 22:09:44, 14:09:44 775107/0.0.0.0
127 02/24/2011/02/23/2011 10.20.2.
7| 11pts/1 |ts/1 (horsen|10.20.1.10 0 0 00:51:29| 16:51:29 66824010
127 02/24/2011| 2/23/2011
8 1llpts/1 0 0 00:52:26| 16:52:26 359088/0.0.0.0
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Last Log Success P o

A 78 Cent OS Servers A Two Actors

A Logical Volumes (lvm) A Login Data After

AOn a 3 TB Logical Volume  Termination

Arm -fr / 1 One from a public library

A No Contiguous Files

EEENETT
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Last Log Parsing Tool © Ranoiane

A Perl
A Jeff Hamm: LinuxLast.pl oWERED

A Parses Entries
A Output In TSV or to Screen ( r

EEEEEET T
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Windows Event Log 7 A -

A Header
1 LfLe

A Entry Header
i LfLe

A Length: Variable

TTT .
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Windows Event Log L Fanoanr

Offset Length Field Description

This is the length of the entire entry.
| 0x08 | 4 bytes | RecordNumber The Event Record Number
| 0x10 |4 bytes | TimeWriten | Time the entry was written to the log.

EventType Event type (Error, Failure, Success, Information,
or Warning
EventCategor Category of the event specific to the source.
ber
UserSidLength (S2) The size of the UserSID (zero if no user
identifier).

| 0x30 |4 bytes | DataLength | (S3) Size of the event specific data.

EVT

Variable | Computername

Strin

L1 Variable | Strings Pad with zeros to end the entry on a DWORD
Strini boundai
CHAR Pad Pad with zeros to end the entry on a DWORD

bounda
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Windows Event Log B 1 anoianT

grep fiLfLeo



Windows Event Log
Success P R

A Logs Rolled A Did not find the smoking
A Had 2 Weeks of Logs gun

A Retrieved Over 3 Million
Records From Unallocated

EEEEEET T
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Windows Event Log Tool 2 N

A Python
A Willi Ballenthin: Ifle.py
A Searches any data set

A Parse with log2timeline
wi t-fho nswi t ch
1 version 0.51 only

EEEEEET
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Historical IP Address P o

REGISTRY AND SETTINGS COOKIE FILES

A Windows and Linux Record A WebTrend First Person
DHCP/NAT Address Locally  Cookies (WTFPC)

A Router Logs Assignments ATwi tter fAko Co

ATypi cal Ho me $S[Ratt of pPlseMid is External
Log Historical Data P

EEEEOT
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Historical IP Address " anoianT

WT_FPC TWI TTER nAKO
7 GUID and Time Stamp 1 GUID and Time Stamp
A GUID Often Contains an IP A GUID Contains an IP

A Time Stamp in UNIX . i
A Time Stamp in UNIX

([a -zA-Z0-9]+)? \.[a -zA-ZO-

9]+ \ 0-
9%JJ:WT[§Gl v =[1 - 2]?2##2 \ 1 - ([a -zA-Z]+)? \ [a - zA-

212u#? V.[1 - 2]?##? \[1 - Z]+\ .[a -zA-Z]H[1 -
2]?##?.{0,100}lv \ =HEHH#HO, 217##? \ [1 -
7Y\ :ss \ =#EH####H0,71){0,1} lo##? \ [1 -
, . e 21?2##2 \ [1 -
d t.cookie="WT_FPC=id=Visit
" IDN=Timesmmp:ss=Timestamp: 2| PHH? ##HH#H#0,10}

expires=Date; path=/;
domain=CookieDomainAttribute"; ) : : :
A domain;cookie name;ip

address:last visit date

EEEETT
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ted States oy North
RO b ia] Atlantic
_""-.,,_.,_ o Ocean
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Historical IP Address
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EAN DIANT

C\galr:t Site Cookie Name|IP Address Date Geolocation
4 |.twitter.com K XX.XX.XX.XX | 02/08/2011 22:11:51 |Alexandria, VA
5 |www.xe.com ID XX.XX.XX.XX | 03/21/2011 16:03:55 |Norway
4  \www.rollcall.com Apache XX XX XX. XX | 06/01/2011 15:12:52 |Alexandria, VA
1 [twitter.com k XX XX.XX. XX | 06/01/2011 16:48:43 |Alexandria, VA
2 |twitter.com Kk XX.XX.XX.XX | 07/05/2011 12:00:12 |Alexandria, VA
12 |.twitter.com K XX.XX.XX.XX | 08/14/2011 20:44:40 Home
1 |.twitter.com k XX XX XX.XX | 08/19/2011 12:46:27 |Alexandria, VA
2 |.twitter.com k XX XX XX. XX | 09/01/2011 13:38:16 |Alexandria, VA
2 |.twitter.com k XX XX XX XX | 09/16/2011 18:10:32 |Alexandria, VA
7 |.unica.com UnicalD XX.XX.XX.XX | 09/28/2011 17:26:59 |Verizon Wireless
4  \www.networld.com Apache XX XX XX.XX | 09/30/2011 15:27:29 |Alexandria, VA
5 [.splunk.com Apache XX XX.XX.XX | 10/14/2011 12:50:33 |Germany
6 |wstat.wibiya.com Apache XX XX XX.XX | 11/15/2011 17:33:19 |Norway

www.dividendmilesstorefront.co
m

Apache

XX XX XX XX

11/23/2011 12:49:21

Alexandria, VA
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Historical IP Address
Success ¥ Ranoiant

)

ASuspect 60s Ma chReinsalled the Operating

A Unauthorized Access to System Prior to Seizure
Remote Servers A Recovered Historical IP
A Denial of Service Floods Data

A Remote Administration of 1 6 months worth

BotNet Servers

EEEED
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Additional Thoughts " anoianT

A SQL A The Records Are the Key,
A Index.dat Not the File
A Virtually Any Known A If You Can Parse the Data,
Record Format You Can Carve it
AfiDel et edd Re ghlLinted Dy Expgegsion
Size
A More Data Means More

ADonot Forget:
1 Pagefile
1 Memory Images

Trimming
A Compression?
A Encryption?

EEEEET
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Free resources P ®aoians

A Free tools A Resources
1 10Ce 1 M-trends
i Memoryze i M-unition
1 Audit Viewer A blog.mandiant.com
1 Highlighter A Education
1 Red Curtain 1 Black Hat classes
1 Web Historian 1 Custom classes
1 First Response A Webinar series

7 Sign up

EEEETT
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Intelligent Response P raoanr

A Find indicators of
compromise on thousands
of hosts

A Live IR on thousands of
systems at once

A From disk images to
registry keys to live
memory forensics

Alt 6s part of
response we do
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