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INTRODUCTION

o Who Am [?
o MS Student at lowa State University
o IT Security Analyst with Principal Financial Group
o Forensic and Malware Researcher

o Why are we here?
o To understand the forensic impacts of Windows 8 Recovery options




ISSUES

New System Recovery options with new challenges.
1. Availability
2. Data Recovery
3. Additional Artifacts

Today we will cover the following topics:
1 Recovery options Available

2. Forensic Implications




TESTING ENVIRONMENT

o Windows 8 installed in multiple VM instances
o VMWare Workstation 8

o FTK Imager
FTK ToolKit

@]
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Impact with Bitlocker enabled not tested
Solid State Drives not tested

0]




RECOVERY OPTIONS

o System Restore Points
o System Refresh Points

o System Reset




What are they?

SYSTEM RESTORE POINTS




SYSTEM RESTORE POINT

o Relevant Files
o Every 7 Days
o SRSetRestorePoint API

e



SYSTEM RESTORENEW REGKEYS

o HKLM \Software \MS\WindowsNT \CurrentVersion \SystemRestore

o SystemRestorePointCreationFrequency

o ScopeSnapshots




SYSTEM RESTORESSUES

o Dual Boot Systems
o Data Retention

e



What are they?

SYSTEM REFRESH POINTS




SYSTEM REFRESH POMNHROCESS




SYSTEM REFRESH POINDEFAULT

What is Retained What is not Retained

o Wireless Network Connections = File Type Associations
o Mobile Broadband Connections = Display Settings

o BitLocker Settings = Windows Firewalls

o BitLocker To GO settings o Desktop Installed Applications
o Drive Letter Assignments = Volume Shadow Copies

o Personalization Settings = Restore Points

o Metro Style Application




SYSTEM REFRESH POINJUSTOM

o Desktop Applications
o Default Refresh Behavior
o NoVolume Shadow Copies

e



SYSTEM REFRESH POINT

o Default Restore with Install
o Multiple

o One

o Start at Boot Time

e



SYSTEM REFRESH POINJUSTOM

o How is it done?
o Reclmg.exe
o ReAgent.exe

e
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/ereateimage {directory?
Captures a new custom recovery image in the location specified hy
{directory?, and sets it as the active recovery image.

/setcurrent {directory?

Sets the active recovery image to the install.wim file in the location
specified hy {directory}. Windows will use this image when you refresh
vour PC, even if a vecovery image provided hy your PC's manufacturer
1s present.

/deregister

Deregisters the current custom recovery image. If a recovery image
provided by your PC's manufacturer is present, Windows will use that
inage when you refresh your PC. Otherwise, Windows will use your
installation media when you refresh your PC.

/shoucurrent
Displays the path to the directory in which the current active recovery
image is stored.



A

\Windous\systend2dreagentc

onfigures the Windows Recovery Environment (RE) and system reset.
EAGENTC.EXE {command> {arguments>

he following commands can he specified:

/info - Displays Windows RE and system reset configuration
infonration.

/getreinage - Bets the location of the custom Windows RE image.

/enahle - Enahles Windows RE.

/lisahle - Disahled Windous RE.

/hoottore - Configures the systen to start Windous RE next time the
systen starts up.

/eetogimage - Sets the location of the recovery image used by system
peset.

/sethootshelllink - Adds an entry to the Reset and Restore page in the hoot
menu.

For nore information about these commands and their arguments, type
EAGENTC.ERE {command> /7.

Examples:
REAGENTC.ERE /setreimage /7
REAGENTC.ERE /disahle /7

REAGENTC.EXE: Operation Successful.



What are they?




SYSTEM RESEPROCESS




SYSTEM RESBTNITIAL COMMANDS

(© Your PC has more than one drive

Do you want to remove all files from all drives?

Only the drive where Windows is installed

All drives




SYSTEM RESBTNITIAL COMMADS

(© How do you want to remove your personal files?

Thoroughly, but this can take several hours
Choose this if you are recycling the PC or giving it away.

Quickly, but your files might be recoverable by someone else
Choose this if you are keeping the PC or giving it to someone you trust.




SYSTEM RESBDATAWIPE OPTIONS

Quick Thorough
o Good if you trust the person o Good if you are going to give to
you are giving It to. charity.

Both options are not recommended for
cleaning a drive if a mulbass scrubbing
operation is required!




Artifacts and Implications

DIGITAL FORENSICS




RESTORE POINT ARTIFACTS

o Accessible through multiple options

o May contain the following previous versions:
o Registry Settings

Documents and files

Applications

FileHistory Configuration

@] @] 0] o]

System Events




RESTORE POINTSGUI

i System Restore

Restore your computer to the state it was in before the selected event

Current time zone: Padific Daylight Time

Date and Tlme- Description Type
6/4/2012 9:44:40 PM Windows Update Critical Update

5/27/2012 8:00:18 PM
5/27/2012 7:59:53 PM
5/27/2012 7:52:35PM
5/19/2012 6:05:47 PM

| Show more restore points

test 4
test 2
Test 1
Automatic Restore Point

Manual
Manual
Manual
System




RESTORE POINTVSSADMIN

E:\Hindows\system32>Ussadmin list shadowus

ssadmin 1.1 — Uolume Shadow Copy Service administrative command—line tool
(C> Copyright 20801-2085 Microsoft Corp.

IContents of shadow copy set ID: {1f336afa—-47da—-4fB9?-add6—-a3bd179c88%e>

Contained 1 shadow copies at creation time: 5,/19,/20812 6:65:59 PM

Shadow Copy ID: {43cc8e8a—-eda3—-45ac—-8d2c—-dB?265e835952>
Original Uolume: <(C:>\\?\Uolume<{bbhf7?6cee—6346-11el1-al1B3-8086e6f6e6963>\
Shadow Copy Volume: \\?\GLOBALROOT\Device\HarddiskVUolumeShadowCopy3
Originating Machine: sans—-64-dfir
Service Machine: sans—-64—-dfir
Provider: ’Microsoft Software Shadow Copy provider 1.0’
Type: ClientAccessiblelriters

Attributes: Persistent, Client—accessible, No auto release, Differentia
1. Auto recovered




RESTORE POIN® SYMBOLIC LINK

{}’ .. » Computer » Local Disk (C:) » vsc »

p

Name Date modified Type

. Perflogs /18/2012 1:32 AM  File folder
. Program Files /29/2012 6:51 PM  File folder
. Program Files (x86) /18/2012 1:08 AM File folder

ProgramData /29/2012 6:51 PM  File folder
. Users /29/2012 6:39 PM File folder

. Windows /29/2012 6:39 PM File folder




RESTORE POINT CONCERNS

o Abuse

e



REFRESH & RESET ARTIFACOYERVIEW

o Similar Artifacts found on the Boot System Volume
o Different Artifacts found on the Operating System Volume

o Different Artifacts based on type of Reset used




REFRESH & RESET ARTIFACTS

Before Refresh/Reset After Refresh/Reset

=) Wind8_Consumer_SANS vmdk
Bl Partition 1 [350ME] &2 Wind8_Consumer_SANS<l1.vmdk

=18 System Reserved [NTFS] (-2 Parttion 1 [350MB]
=3 froot] =l System Reserved NTFS]
T# SBadClus

L) SRmMetadata

Eﬁ SlpCase

41:_,'] b1d BR0XH-6346-11e1-h08c 298 72ddal
) System Volume Information
h:_,'] [unallocated space]
: -3 [ophan]
[+l Partition 2 [61088MB]
Eﬁ Unpartitioned Space [basic disk]




REFRESH & RESET ARTIFACTS

Before Refresh/Reset After Refresh/Restore
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REFRESH & RESET ARTIFACTS

Date Modified
SI30 NTFS Index All... 6/7/2012 3:44:2...

d

X  BootUX (2).sqml Regular File 6/3/2012 8:27:4...
¥ BootUX (3).sqml Regular File 6/3/2012 8:28:3...
¥ | BootUX (4).sqml Regular File 6/3/2012 8:40:4...
¥ | BootUX (5).sqml Regular File 6/3/2012 8:41:1...
2’| Reload.xml Regular File 6/7/2012 2:59:2...
X | sysreset_exe_BootUX.etl Regular File 6/3/2012 8:41:1...




REFRESH & RESEREAGENT. XML

ReAgentC

=7?xml version="1.0" encoding="utf-8" 7=
—=WindowsRE version="1.0"=

<WinreBCD id="{b1d8602f-6346-11el1-b08c-ff293f72d4a8}" /=

<WinreLocation path="\Recovery\b1d8602f-6346-11e1-b08c-ff298f72d4a8" id="1875952216"
offset="1048576" guid="{00000000-0000-0000-0000-000000000000%" /=

<Imagelocation path=""id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000}" /=

<Dslnstalllocation path=""id="D" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

<CustomImagelocation path=""id="D" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

zInstallState state="1" /=

zOsInstallavailable state="0" /=

zCustomImagelfvailable state="0" /=

<WinREStaged state="0" /=

<OperationParam path="" /=

<DsBuildVersion path="8250.0.amd64fre.winmain_win8beta.120217-1520" />

<OemTool state="0" /=

<BootKey state="D" /=

<IsServer state="0" /=

__ <ScheduledOperation state="5" />
=/ \WindowsRE =




CUSTOM REFRESHREAGENT.XML

<?xml version="1.0" encoding="utf-8" ?=
- =WindowsRE version="1.0"=

<WinreBCD id="{b1d8602f-6346-11e1-b08c-ff298f72d4as}" /=

<WinreLocation path="\Recovery\b1d8602f-6346-11e1-b08c-ff298f72d4a8" id="1875952214"
offset="1048576" guid="{00000000-0000-0000-0000-000000000000%}" /=

<ImagelLocation path="" id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000}" /=

z0sInstalllocation path="" id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

<CustomImagelocation path="\testrestore\" id="0" offset="368050176" guid="{00000000-0000-0000-
0000-000000000000}" index="1" /=

<InstallState state="1" /=

<OsInstallavailable state="0" /=

<CustomImageAvailable state="1" /=

<WinREStaged state="0" /=

<OperationParam path="" /=

<0sBuildVersion path="8250.0.amdé4fre.winmain_win8beta.120217-1520" />

zDemTool state="0" /=

<BootkKey state="0" />

<IsServer state="0" /=

<ScheduledOperation state="5" /=

</ WindowsREz




REFRESH & RESERELOAD. XML

<?xml version="1.0" encoding="utf-8" ?=
- «WindowsRE version="1.0">=

<WinreBCD i1d="{b1d8602f-6346-11e1-b08c-ff208f72d4a8}" /=

<WinreLocation path="\Recovery\bl1d8602f-6346-11e1-b08c-ff298f72d4a8" id="1875952216"
offset="1048576" guid="{00000000-0000-0000-0000-000000000000%}" /=

<ImagelLocation path=""id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%" /=

<0OsInstallLlocation path=""id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

<iCustomImagelocation path="" id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

<InstallState state="1" /=

<0sInstalldvailable state="0" /=

<CustomImageAvailable state="0" />

<WIinREStaged state="D" /=

<OperationParam path="" />

<DsBuildVersion path="8250.0.amdé4fre.winmain_win8beta.120217-1520" />

<OemTool state="0" /=

<Bootkey state="0" /=

<IsServer state="0" /=

<ScheduledOperation state="5" status="1223" /=

<BackuplLaunch state="D" status="0" /=

<BackupComplete state="0" status="0" /=

<BackupResult status="0" /=

=MachineGuid id="{00000000-0000-0000-0000-000000000000%}" /=

<lJserGuid id="{00000000-0000-0000-0000-000000000000%}" /=

<Optln state="0" /=

</WindowsRE =




CUSTOM REFRESHRELOAD. XML

<?xml version="1.0" encoding="utf-8" 7=
- <WindowsRE version="1.0"=

<WinreBCD id="{b1d8602f-6346-11el1-b08c-ff298f72d4a8}" /=

<WinreLocation path="\Recovery\b1d8602f-6346-11el1-b08c-ff298f72d4a8" id="1875952216"
offset="1048576" guid="{00000000-0000-0000-0000-000000000000%}" /=

<ImagelLocation path="" id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%}" /=

<OsInstalllocation path="" id="0" offset="0" guid="{00000000-0000-0000-0000-000000000000%}"
index="0" /=

<CustomImagelLocation path="\testrestore\" id="0" offset="368050176" guid="{00000000-0000-0000-
0000-000000000000%" index="1" /=

<InstallState state="1" /=

<0OsInstallavailable state="0" /=

<CustomImagefvailable state="1" /=

<WinREStaged state="0" /=

<OperationParam path="" /=

<DsBuildVersion path="8250.0.amd64fre.winmain_win8beta.120217-1520" /=

<OemTool state="0" /=

<BootkKey state="0" /=

<IsServer state="0" /=

<ScheduledOperation state="5" status="1223" />

<BackuplLaunch state="0" status="0" /=

<BackupComplete state="0" status="0" /=

<BackupResult status="0D" /=

<MachineGuid id="{00000000-0000-0000-0000-000000000000}" /=

<UserGuid id="{00000000-0000-0000-0000-000000000000%" /=

<Optln state="0" />

</ WindowsRE =




REFRESHARTIFACTS

Boot System OS System

o Reagent.xml = Unallocated Data
o Reload.xml o $SysReset

o Logs Directory = Windows.old

o User files will be migrated over
= FileHistory (if enabled)

= Logs of migrated files

= Logs of uninstalled applications

- = Logs of Migrated OS Updates




PARTITION 2 ARTIFACTSREFRESH

Before Refresh, or After Reset After Refresh Only

[5)- Parttion 2 [51088MB]

hﬁ MOMNAME [NTFS]
-5 [root]

I8 SBadClus

E---m Partition 2 [51028ME]
-T8 NONAME [NTFS]

B3 [root]

T8 $BadClus ) SRecycle Bin

ESecure
-0 $Sy=Reset
ElpCase
) Documents and Settings

1.7 $Recycle Bin
be SSecurs
SlpCase
i) Documents and Settings

1) Program Files

#-{J) Program Files C3) Program Files {x36)

#-{ ) Program Files £<26) .3) ProgramData

= Erogiﬁmgﬁlﬂa o (-3 System Volume Information
-0 System Volume Information -0 test

- Windows 1) Windows
[unallocated spacs] {25 Windows old
i) [orphan] [unallocated space]
2 [orphan]




REFRESH ARTIFACTSSYSRESET

Elh_:_:l £5ysReset
. =-C3 bin
. |3 rollback
=-IC3) Framework
. (3 Classic App
IC) Immersive Apps Migration
I3 Immersive Layout
h_:_,'] Migration
--{[7) 05 Updates
. -0 Stack
L-IC2) Image

: 1.3 Rollback
h_:_:l MigEngine Store
H-IC2) MigEngineWork
I Temp




REFRESH ARTIFACBSVINDOWS.OLD

EHjj Windows.cld
B2 $Recycle Bin
- i{) Documents and Settings

{7 Perflogs

hj Program Files
) Program Files {x86)

hj Program Data
hj |sers
[0 Windows




REFRESH ARTIFACBRSERS DIRECTORY

-3 Windows.old
- Program Files (x86)
l‘_ﬁﬂ ProgramData
- Users
. - Default

i) Default User
B4 Ken
- Favorites
) Documents

%0 AppData
.-{a7) My Documents

#7) PrintHood

#7) Recent

#) SendTo

¥ Start Menu

#) Templates

--I3) Local Settings

: ..[3) Searches
-0 Windows




REFRESH ARTIFACBRSERS DIRECTORY

=00 Users
- I Al Users
. [-I3) Default
. L3 Defautt User
-7 Ken
L) AppData

--{C3) PrintHood

) Recent
() Searches

: Start Menu
L D) Templates
=) Public




RECOVER ARTIFACT-SREFRESH

Mame SizEI Type I Date Medified

 SendTo 1 KE Reparse Point 6/19/2012 11:37:46 AM
J Start Menu 1 KB Reparse Point 6/19/2012 11:37:46 AM
. Templates 1KE Reparse Point 6,/19/2012 11:37:46 AM
. Videos 1KE Directory 6,/19/2012 11:49:33 AM
5120 12 KB NTFSIndex All... 6/19/201211:49:22 AM

| NTUSER.DAT 512 KB Regular File 6/19/2012 11:40:44 AM
ntuser.dat.LOG1 220 KB Regular File 6/19/2012 11:37:46 AM

‘| ntuser.dat.LOG2 0 KB Regular File 6/19/2012 11:37:46 AM
MNTUSER.DAT{e59b204... 64 KB Regular File 6/19/2012 11:37:50 AM
MNTUSER.DAT{e59b204... 512 KB Regular File 6/19/2012 11:37:50 AM
MNTUSER.DAT{e59b204... 512 KB Regular File 6/19/2012 11:37:50 AM
£k | ntuser.ini 1 KE Regular File 6/19/2012 11:45:35 AM




RECOVER ARTIFACT-SREFRESH

e



