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Force Office of Special Investigations
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Computer Forensics Consultant
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The Year of Memory
Forensics?
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Old School vs. New School
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Mac Memory Reader

0 Runs on Mac OS X 10M0.8, PowerPC, Intel, x86, x64
0 Generates a MactO file or raw dump of memory (P)

0 Optional image hashing {H)

0 Load kernel extension to fake dev/ memonly (-k)

0 Simple and effective!

®NO

Terminal — image — 88x24

MacBook-Pro:MacMemoryReader
Dumping memory reglons:

available QPRARAARARRARRAR
ACPI_NVS ARRPRRARRRRETRDR
available PPPPPRRRARADARAR
LoaderData RRREERRRRARIEEERA
available @O2Q0P0PRRRl1afoRR0
LoaderData QRQ0DRRRRAGZARRRA

Chad% sudo ./MacMemoryReader -P /Volumes/Data/mem.dmp

(572.88 KBE) [WRITTEN]
(4.20 KB) [WRITTEN]
(64.80 KB) [WRITTEN]
(6@.00 KB) [WRITTEN]
(964.00 KB) [WRITTEN]

(34.89 MB) [WRITTEN]




O4EAOA AOA AOOOAT Ol
analyze physical memory dumps from
Mac OS X machineddededadrrstrsigng
extraction tools, search tools, and file
carvers ane all usefiull flor extiractimg)
AAOAS8O

-Mac Memory Reader help file




fano Mandiant Mac Memory Dumper

0S5 X reported memory size [B192-MB] (dump may be larger)

dumping to [Volumes/Data/mem.dmp]
driver has been putinto [tmp/mmmd.6XHBgg/memaorydriver.kext]

I I 480-MB
b d Dump It!

0 Dump memory

0 sudomacmemoryzedump zf mem.dmp
0 Analysis (just the basics):

0 proclist

0 proclist zw (similar to |sof)

0 proclist zc (carve for processes)

0 kextlist
0 kextlist zc (carve for kernel extensions)
0 Enumerate System Call Table and Mach Trap Table

0 Live analysis capablédo not include zf option)




MacMemoryze Proclist

MacBook-Pro:Mandiant Mac Memoryze Chad$ ./macmemoryze proclist -f /Volumes/Data/mac.dmp

INFO: [+] searching for lowGlo
INFD: [+] lowGlo [PEPRRRRRRAZAZRAA]
INFO: [+] found os [Mac 05 X 18.6 (Snow Leopard)] [32-bitl]

INFO: [+] PA PML4 [GoPoRoR@oplodoen)
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WALK PROCESS LIST
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_spotlight

root
root
root
_usbmuxd
root
root
root
root
esponder
Chad
root
root
root
root
root
root
root
root
root
root

PADDR VADDR MAME PID PPID BITs STATE ETARTED USERNAME
300000000RSDECO DOBOOBDDBOBSDECD kernel task e o 32 RUNNABLE 2013-06-12 18:44:57
PRAARBRRASELEDZR PAARBARRRCZE6DZE launchd 1 B 64 RUNNABELE 2@13-B6-12 1B:44:57
DRERODRARRRASELIBTED RODRAOPRRCZEETER kextd 1@ 1 64 RUNNABLE ZR13-B6-12 1B:45:82
BRRRRRARRAASELBZAD EEBBEBEBEC2662AB nntlfyd 11 1 64 RUNNABLE 2513 BE 12 1B 45 53
PARAGRARRASELRSAD GE G4 RUNNA Ty

geRaBRRe

pRpRoBRRG

peRaBRRAB

peRaBRRe

000000008 PARRPRARRRESDECE PARPBARPBABSDECY kernel_task

ovoovooe] PPROABOABSEIBD20 BOBBAABAAC2EEDZD launchd

sovoovee] DORPRARRPRSELIRTED PRARPRARAAC2EETER kextd

oooaoooc] POPRRARPRSELIRZAD PAAPPRRARACIER2AR notifyd

00000000 PRARPRARBSELRS4D BRRROPBBAC2E6540 ntpd

oooo0o0o] PPABAOABLEDFOTED DOBABARBOACEFTTER usbmuxd

sevoscoe] DORRPRAO1ERFRS4D PPRAPRAPRACEFT540 SystemStarter

coononeo] DODDOOOR1ERFODOD PPDDDDDDACEFTROD syslogd

peRaBRRAB

ggdapoaa

ROBBERRAIERFEAER

ROBBRRABBACTIAAER

B000R0RR1EAFLS4R PDORORRBRACTIAS4] WindowServer 58

securltyd
1 64 RUNMMNABLE 2813-86-12 1B:45:53

Chad
root
_usbmuxd
root




Volatility + Mac =

System Information
mac_print_boot_cmdline
mac_dmesg
mac_version
mac_vfs_events
mac_machine_info
mac_mount
mac_list_sessions
mac_list_zones
mac_Is_logins
mac_volshell

eololololololololole

Malware
mac_trustedbsd
mac_check syscalls
mac_check_sysctl
mac_check_trap_table
mac_psxview
mac_yarascan
mac_notifiers
mac_ip_filters

OCOO0OO0O0O00O00O0o

Process / Module Information
mac_pslist
mac_pstree
mac_proc_maps
mac_psaux
mac_Ismod

mac_Isof
mac_dead_procs
mac_pgrp_hash_table
mac_pid_hash_table
mac_dump_maps
mac_tasks

eololololololololoNoN®)

Networking

0 mac_ifconfig
0 mac_netstat
0 mac_route
0 mac_arp

https://code.google.com/p/volatilit
/Wi?(i/MacMe(‘r:Jnor?/Forens’%s y




Volatility + Mac




