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Mac Memory Reader 

0 Runs on Mac OS X 10.4-10.8, PowerPC, Intel, x86, x64 

0 Generates a Mach-O file or raw dump of memory (-P) 

0 Optional image hashing (-H) 

0 Load kernel extension to fake /dev/ mem only (-k) 

0 Simple and effective! 



Ȱ4ÈÅÒÅ ÁÒÅ ÃÕÒÒÅÎÔÌÙ ÖÅÒÙ ÆÅ× ÔÏÏÌÓ ÔÏ 
analyze physical memory dumps from 
Mac OS X machines.  Hex editors, string 
extraction tools, search tools, and file 
carvers are all useful for extracting 
ÄÁÔÁȢȱ 

 
-Mac Memory Reader help file 
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Mac  
Memoryze 

0 Dump memory  
0 sudo macmemoryze dump  ɀf mem.dmp 

0 Analysis (just the basics): 
0 proclist 

0 proclist ɀw (similar to lsof) 

0 proclist ɀc (carve for processes) 

0 kextlist 

0 kextlist ɀc (carve for kernel extensions)  

0 Enumerate System Call Table and Mach Trap Table 

0 Live analysis capable (do not include ɀf option) 

 



Mac Memoryze Proclist 



Volatility + Mac =        
System Information  
0 mac_print_boot_cmdline  
0 mac_dmesg                    
0 mac_version              
0 mac_vfs_events  
0 mac_machine_info 
0 mac_mount       
0 mac_list_sessions        
0 mac_list_zones 
0 mac_ls_logins 
0 mac_volshell  
 

Malware  
0 mac_trustedbsd               
0 mac_check_syscalls     
0 mac_check_sysctl 
0 mac_check_trap_table              
0 mac_psxview    
0 mac_yarascan 
0 mac_notifiers            
0 mac_ip_filters   

Process / Module Information        
0 mac_pslist  
0 mac_pstree  
0 mac_proc_maps  
0 mac_psaux  
0 mac_lsmod 
0 mac_lsof      
0 mac_dead_procs  
0 mac_pgrp_hash_table  
0 mac_pid_hash_table     
0 mac_dump_maps  
0 mac_tasks   
 
Networking  
0 mac_ifconfig      
0 mac_netstat       
0 mac_route     
0 mac_arp 

 
https://code.google.com/p/volatility
/wiki/MacMemoryForensics  



Volatility + Mac 


