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DOriven by community. Defined by intelligence.

THE DIAMOND MODEL FOR INTRUSION
ANALYSIS: A PRIMER

Andy Pendergast
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BACKGROUND

Why did we make this Diamond thing?
OF ® HnnmcX

As a group of analysts, we needadystematic,
repeatable way to:

Chris Betz 1. characterizeorganizedthreats
i o e e o wiacl 2. consistentlytrack them as thegvolve
3. sortone fromanother
, 4. andthen figure out ways to counter them
Serg

|[HRERTCONNEC] © 2014 Cyber Squared Inc.



CURRENT USAGE

A Cognitive model used by hundreds of Intel, Threat Intel, DFIR analysts
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ThreatConnect
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DIAMOND 101:

EVENTS, EDGES, AND META FEATURES

Events=Diamonds
Each Event is characterized by and requires

four Core Features (aka nodes, vertices):

A BadguyPersona: email
I RRNB&aasSasz KI
A Network Assets

A Malware
A Exploits
A Hacker Tools
A Stolen Certs
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A Personas
A Network Assets Unknowns and

A Email Addresses  Uncertainty

Meta-Features

A Timestamp

A Phase: e.g. KiChain

A Result: Success, Failure, etc.
A Direction: i2v,i2i, a2ietc

LIK2 Y & ﬁ Methodology: Class of Activity

Resources: Necessary element
to carry out the event.

A IP Addresses
A Domain Names
A Email Addresses

2 St 0O2YSX,



DIAMOND 101:
PIVOTING SCENARIO &DEMO

NOTE: | did not limit myself to observables/indicators

on my network. | left the victim space in the first pivot

to DISCOVER more about the Adversary and his

Capabilities and Infrastructure. (4) Domain WHOIS
provides registrant

(3) C2 domain
resolves to IP
Address

(2) Malware contains C2 Domain

(1) Victim Discovers malware:

P
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DIAMOND 121:
EXTENDED DIAMOND

SociaiPolitical MetaFeature:A
relationship always exists between the
adversary and the victim.

Intent: You can use well defined Activity
Groups to better understand this
relationship and infer Intent.

SocialPolitical Meta
Feature

Technology MetaFeature:Represents the
technology connecting & enabling the
capability and infrastructure to operate.

Technology Meta
Feature

Analyzing underlying technology w/o
:?4'%\ knowledge of specific infrastructure or
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DIAMOND 101:

ACTIVITY THREADS
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Working with the Cyber Kill K I A y
Leveraging the Meta Features
allows grouping of events into
ordered, causal chains of activity
separated by phases.

Vertical Correlation: IR Process of
identifying causal events in an
Activity Thread.

5ANBOGSR ! NDa | ¢
events through phases.

Hypothesiggeneration is supported
(note the dasheddiamond in
Incident 2).

Horizontal Correlation: Correlations
between Activity Threads (Incidents
here) can be made to enable

grouping.



DIAMOND 201:
CREATING ACTIVITY GROUPS

TYPICALLY usedially to identify a commorAdversary. But not limited to this.
Some Other Examples:

Center of Gravi entification

P
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DIAMOND 201:

CREATING ACTIVITY GROUPS

Steps to Create an Activity Grou

1. Define the Problem
2. Feature Selection

3. Create
4. Grow

5. Analysis
6. Redefine

But watch out

I f AOSXNJ o

holes

COMNMNEC

Define the Problema L Fyd 42 RSTAYS |
|

SgSyita |yR 0K 1‘5 Ua dzaAy3a aAiAYat

Other ways this may manifest:

What makes APT1 activity APT1?,

What makedRocramalwareRedDctober and not someone else?
DoesPoisonlvyPlugX 9002 = the same APT?

Feature SelectionDefine what combination of elementkp§
Domains, Malware, Processes) are criteria for grouping and select

« data set(s) to search for this criteria. Criteria can be confidence
4 weighted.

© 2014 Cyber Squared Inc.



DIAMOND 201
CREATING ACTIVITY GROUPS

Create: The feature selection you chose Grow: Once created, the Activity Groups
can be used cognitively for clustering or can be grown by iterating the group
it can be applied in a group creation creation function over newly available

function. data.

Incoming Events and Threads

[
vity Group 3./

Activity Groups, AGS
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DIAMOND 201
CREATING ACTIVITY GROUPS

Analysis Now that we have a healthy Activity Group, growing as things change; | can fill knowledge
define new problems like:

0 Aa K€

LA | ONR

Center of Gravity IdentificationWhich resources and processes are the most common and crifical o an activity and/or campaign?

h NJedefineithrough knowledge learned | may want to go back and revisit my
s grouping function.
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ADVANCED DIAMOND:
ACTIVITY-ATTACK GRAPHS FOR MITIGATION

AttackGraphsidentify andenumeratepaths an adversary _
couldtake. They are exhaustive. %

Wi L

Activity Threadgdefine paths an adversahastaken.
-

If you overlay whatouldhappen with whahashappened

you get anActivity-Attack Graph

Key Benefits
It highlights attacker preferences alongsiplessible

alternativepaths.

Enable better Mitigation Strategies by mitigating current Action on
threat and taking into account reactions or alternate Objectives

Attack Graph

adversary tactics. - Activity Thread O

oS, §
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